By virtue of the authority vested in me by the Constitution of the 


United States of America; in order to balance the public's right to gavern 
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EXECUTIVE ORDER 


RATIONAL SECURITY INFORMATION 
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ESS of 


information with the need to profect.some national security information from 


disclosure, tt is hereby ordered as follows: 
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saction 1. Definitions. 

{a) “Agency” tian any executive departient, military department, 
Rovernient corporation or independent establiskment in the executive: braneh. 

{b} “Classified information" is official information which has been 
determined by proper authority to require a degree of protection against 
unauthorized disclosure in the interest of national sacurity and is so designated. 

{fe} “Foreign-originated information” means information which has been 
provided ts the United States in confidence by a foreign government or inter-- 
national organization of governments (hereinafter referred te as “international 
ardanization"}, or an official of either, or produced by the United Statas 
pursvant to @ joint arrangement with a foreign government or an international 


organi zation. 
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* petueee effectiveness Lf exposed. 


. damage to the national security. 


jneed for the greatest possible access to information and the national 


}security need to protect certain information. ; : , eo 
at aaa 
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(2) If the classifier hae( reasonable yloubt which security classifi- -¢ 
epee, conse 
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(a) pee feence method" maans any human, technological, or 


ather method that is or may be used in the gathering er analysis af 


foreign intellipence or foreign counterintelligence and which would 
suffer reduced effectiveness if exposed. 
(e) "Intelligence source" means any human, technological or 


other source from which foreign intelligence or foreign counter-- 


9p memset 
esos ary 


intelligence is, has been or may be derived and which would suffer 


(f£) "Official information or material” hereinafter referred to as 


"information" means that information which is owned by, produced for 


Agta st 
els sea 


or by, or under the control of the United States Covernnent. 


Sec. 2. Original Classification. 


(a) Classification Heo onatEen. Information which requires protection 


paises unauthorized ieee in the interest of the national defens« 
or foreign relations of the United States (hereinafter collectively 
termed "national security") shall be classified in one of the three 


designations Listed below: 

(1) "Top Secret" shall be applied to information, the unauthorized 
disclosure of wath could reas sonably be expected to cause exceptionally 
grave damage to the national security. 

(2). "Secret" shall be applied to information, the unauthorized 
disclosure of which could reasonably be expected ree serious 


damage to the national security. 
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(3) "Confidential" shall be applied to information, the unauthorized 
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disclosure of which could reasonably be expected to cause sionificant 
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(b) General Policy. 


yee 
Fae” etd 
: 


(1) In deciding whether information requires classification pursuant 


to this Order, the classifying official shall consider both the public's 


aaa sarah a 


cation designation is appropriate, or whether the-information should be © <7" ~ 


classified at all, he should designate the less restrictive treatment. 


ne 
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(c) Classification Requirements. Information shail not be classified 
unless an original classification authority determines both: (1) that the 
tnformation falls into one or more of the criteria set forth in subsection (d) 
below which apply equally to all three authorized classification designations; 
and (2) that the disclosure of such information could reasonably be expected 
to cause at least significant damage to the national security. It is reasonable 
to expect that information provided in confidence by a foreign government or 


international organization would satisfy the above-mentioned second step. 


{d) Classification Criteria. OGiefestow ttgpandesseti} Information 


| 


pated male considered for classification, its disclosure could reasonably be 
expected to: ' = = 
(1) Make the United States or its allies vulnerable to attack by a 
Foraign power, or weaken the ability of the United States or its allies to 
conduct armed operations or defend themselves, or diminish the military or 
operational effectiveness of the United States’ armed forces; or 
- | (2) Lead to hostile political, economic, or military action against the 
United States or its allies by a foreign power; or 
(3) Reveal, in whole or in part, the defense or foreign policy plans or 
— posture oF the United ptates ar its allies; provide a . foreign. nation with 
information upon which to develop avfective countermeasures to such plans or 
posture; weaken or nullify the effectiveness of a United States military, 
foreign intelligence; or foreign counterintelligence plan, operation, project, 
or activity of significance to the national security; or 


(4) Aida foreign nation to develop or aUpEgYe its military capabilitys 


ar 
(5) Reveal, jeopardize, or compromise an intelligence source or method, 
(ip anslyionl_tochatque-for-she-teionpratation afiDtel IGonce 3 or a 


crypiograpnic device or system, oF 
{6} Disclose to other nations or foreign groups that the United States 
nas, or is capable of obtaining, certain informat jon concerning “hose natians 


pr groups without their knowledge or consent; or 
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{7} Bbeprive the United States of a diplomatic, military, scientific 


engineering, technical, economic, or intelligence national Bache oes advant2ge 3 


ar 
(8) Create or increase international tensions; cause or contribute to 
political or economic instability or civil disorder in a foreign country; or 
otherwise significantly impair our foreign relations; or 
(9) Disclose or impair the position of the United States or its allies 
in international negotiations; or 
(10) Disclose the identity of a confidential foreign source of the 
Pepartment of State, or of a United States diplomatic or consular post; or 
(11) Disclose information or material provided to ae United States in 
confidence by a foreign government or international organ aie es selena, { 
| (12) Significantly diminish the effectiveness o7 U.S. on enn programs 


for safeguarding nuclear materials or facilities. 


(e) Prohibitions. Bs i Lahey | Ws 


(1) No information may be classified to conceal violations of,law, 


N 
inefficiency, or administrative error, to. prevent embarrassment: ta a person, 
organization or agency, ie to restrain competition or independent initiative. 
(2) Basic scientific research information not directly related to the 
national security may not be classified. oo. 
| (3) A product of independent research and development which does not 
incorporate or reveal classified information to which the producer or developer 


sme 


was given prior access shall not be classified under this Order until and unless 
the government acquires a proprietary interest i the information. However, 
“this Order shall not be construed to impinge upon ‘the provisions of the 
Patent Secrecy Act of 1952 (35 U.S.C. 181-188). 

(4) References to classified documants which — or in 
Garsgue. do not disclose classified inrormation may not de cla siried and 


may not se used as a basis for classification. 


(5) Classification shall not be used to limit Gissominarton of informa- 


tion which is not. classit riable under ee prcutesens: oF eile Order, ¢ or to 


prevent or dae the atiide pileada of such information. 


(6) Ro document shall be classified after an Agency has received a 


“pequest for such document under the Freedom of Information Act or the Declassi- | 


fication Requests provision of this Order [Section 4(g)], unless such document 
requires the protection authorized by this Order, and such classification {ts 
authorized personally, and in writing, by the head of the Agency concerned. 
(7) Classification may not be restored to information already declassi- 
fied and eeisased under this and prior Orders. - 
(f) Classification Authority. 
(1) Top Secret. The authority to originally classify information. “Top 
Secret" may be exercised only by such officials as the President niaydesiqnnns 
hy publication in the Federal Register, by the Agency heads listed below, and 
by officials so authorized in accordance with the provisions of subsection (4) oe 
below: oe | | pee” 
The Secretary of State 
The Secretary of the Treasury 
‘The Secretary of Defense 
The Secretary of the Army - 
The Secretary of the Navy -- 
The Secretary of the Air Force 
The Attorney General of the United States 
the Secretary of Energy 
The Chairman, Nuclear Peaulatory Commission 
The Director, Arms Contrco] and Disarmament Agency 
The Director of Centrai Intelligence . | 
The Adninistrator, National Aeronautics and Sna0s Administration 
The Adainistrator, General Services Administration (Delegable only to 
the Director, Faderal Preparedness Agency and to the Director, Information 
Security Oversight Office.} | 
(2) Secret. The authority to originally classify information “Secret” 
may be exercised only by such officials as the President may designate by 
publication in the Federal Register, by the Agency heads listed below, by 
officials who have “Top Secret" classification authority and by officials se 


authorized in accordance with the provisions of subsection (4): 
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The Secretary of Commerce ses ‘ 

The Secretary of Transportation | 

The Administrator, Agency for. International Development 

The Director, International Communication Agency 

(3) Confidential. The authority to originally classify fr nrermetion 
"Conridential” may be exercised only by such officials as the President may 
designate by publication in the Federal Register, by the Agency heads listed 
below, by officials who have "Top Secret” and "Secret" classification authority 
and by officials so authorized in accordance with subsection (4}: 

The President and Chairman, Export-Import Bank of the United States 

The President and Chief Executive Officer, Overseas Private Investment Corporatic 

(4) Limitations on Delegation of Classification Authority. — 

i) The authority for original Te Secret Classificatton may be ee 
by officials designated in writing by the President,and by the Agency heads _ a 7 
listed in subsection (1) above only to principal subordinete officials whores ah . 

a tcmenaeennnt Himanaarronsn ei 
the Agency heads determine in writing to have a frequent need to exercise such ua 
authority. Authority so delegated may not be redelegated. we 

(ii) Officials designated in writing by the lian Agency heads 
listed in subsections (1), (2) and (3) above, and officials with Too BERreE 
classification authority may delegate their assigned original "Secreé”™ or 
5 whores 
"Confidential” authority only to those subordinates ske,they determine in 
writing to have frequent need to exercise such authority. Authority so delegated 
may not be redelegatad. ore 

(iii) All delegations of original classification authority shalt be in 
“writing by name or title of position held or as prescribed in directives 
implementing this Order. 

(iv) Delegations of classification authority shall be held to an absolute 
minimum. Administrative convenience is not a valid basis for such delegations. 
Periodic review of such delegations shall be made to ensure that the officials 
so designated have demonstrated a continuing need to exercise such authority. 


No Ex seufiyve Break twardlauee withe 
(5) 2 HESE- OTE TSEC T OSS pac hi ical Ly granted original classifica 


tion authority herein may &-Doriginally classify information under this Order 
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unless specifically authorized in writing by the President. Requests to the 
President for such authority shall be directed through the Information 


Securit She SATH office, established herein. A pprawe of Such vequests 


| ‘slats published tr tH. Federal Kea stex. 


(g) Excontigaal’ Cases. When an empToyee oF an Agency which does not 
have authority to originally classify, or a contractor of such an Agency, 
originates information which is believed to require classification, the person 
or contractor shall protect that information in the manner prescribed by this 
Order and implementing directives. The information shall be transmitted 
promptly under appropriate safeguards to the Agency having primary interest 


in the subject matter and authority to classify, with a request that a 


' determination be made as to classification. Such requests shal] be seed 


upon in 30 days. Where such Agency cannot be identified, the Ltomataait shatl 
be sent to the Director of the Information Security Oversight, Office. 

{hn} Limitation on Duration of | Classification. 

{1} All original classification authorities shall, at the time oF 
original classification, set a date or event for autonatic deeases lee rion 
of the information as early as national security considerations wilt perait. 


Except as permitted in paragraph (2) below, the date.shall not exceed six 


years Tron the date of origina! classification. 


{(?}) Only heads of agencies Fisted in Section 2{f) and offi iais with 


Top 3 £ classiticatis n authority eesignated pursuant to this Order may 


2 


a later date or event Tor autcmaric declassification or for review to 


Be 


5B 
decide whether ‘the information can be declassified. This.date or eveat shall 


be no more dan twenty years from the cate of original classific ation of the 


fod 


information, except that the date for review of foreign-artginated information 


2 


way be up to 30 years after original classification. For each such classift- 
cation beyond six years, the reason for the longer pericd must be recorded. 


This reason must include an explanation why the classification will continue 


ta weet tha requirements of subsection 2(c) throughout the extended period. 


(}) Identification and Marking. 


(1) At the time of originetion, aach classified document shal} show on 


its face: {i) the identity of the original classification authority; 
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(fi) the office of origin; (iii) the date of the document's origin; (iv) 


oe Baad 
the date or event for declassification or reviews (Vv) one of the three 


7) 
classification designations defined hereim; Gad+{yt}—she-erticste~en 
Mitessog Tone lecei tien tig. ie on eobit ile tie Seetion-2idoft wKhis Order] When 


the individual who Signs or otherwise authenticates a document or item has 


also authorized the er ification, no further annotation as to his identity 
. ce Ss er 


is required. [Ehe-originatertstite-copyod fny document classified for more 


than six years shall reflect the reason for the prolonged classification and 


the identity of the official who authorized it, in accordance with Section 2(h} 


(2) Markings such as "For Official Use Only" and "Limited Official Usa" 
Shatt net be used to identify information requiring protection pursuant to 
this Order. | 

(3) Terms such as "Sensitive," "Conference," or "Agency" shal] not be 
need: in conjunction with classification designations prescribed by this Order; 
e.g-> "Secret-Sensitive," "Agency Confidential, " or "Conference Confidential." 

(4) Each classified document shall, by marking or other means, clearly 
indicate which portions are classified, with the applicable classification 
designation, and which portions are not classified, in order to Facilitate 
excerpting and other uses. Agency heads may seek a waiver of this requirement 
from the Director oF the Information Security Oversight Office for | ‘Vimited 
classes of information. The Director of the Oversight Office may, ‘for good 
cause, grant and revoke such a waiver. J 

(5) Classified information furnished to the United States by a foreign 
government or international organization shall either retain its original 
classification designation or be assigned a United States classification 
designation. In either case, the classification shall assure a degrea of 
protection equivalent to that required by the government or international 
organization which furnished the information. | | 

(6) Clas sified documents which contain or reveal information which the 
originator has determined is subject to special dissemination and reproduction 
limitations shall be clearly marked so as to place the recipient on notice of 


the restrictions. 


: Approved For Release 2005/08/15 : CIA-RDP87B01034R000200070080-9° 


wo 


A —— ie ie:ilsauil l—atts; 


Approved For Release 2005/08/15 : CIA-RDP87B01034R000200070080-9 
Section 3. Derivative Application of Narkings. 
(a) Original classification authority shall not be given to persons who 
Only teprecice, extract or sunmarize classified information or who only apply 

to information classification markings derived from source material or as 
directed by a security classification guide. Persons who apply derivative 
classification markings shall (i) respect classifications assigned by originators; 
(ii) to the maximum extent practicable verify the current level of classification 
of the information prior to applying such markings; (fii) in accordance with | 
subsections (b)-(e} below, carry forward to any newly created documents the 
assigned det tes or events for declassification or review and any additional - 
authorized markings; (iv) identify on the newly created material the original 
re Oca auiee ty for the derivative classification markings applied 
Ay them. (Be sirective implemanting this Order will.contain. language providing. 
for a single such identification For documents based on multiple classified 
sources) 

“{b) New fiaterial which derives its classification from Goured} information 
classified on or after the effective date of this Order shall be marked with 
the date or event for declassification or the date for review assigned to the 
source infermation. 

(c) Dates or events for automatic declassification of (6uee8) information 
(U.S. or feretgn} assigned pursuant to previous Executive orders shall be 
carried forward when such dates or evants call for declassitication of the 
source iifeuiation twenty years or less from its date of origin. 

{d} Except as specified in subs ection {e) below, new material which is 
classified on the basis of previously Classified Bourg. information which bears 
no. date or svent for declassification, or which is marked for declassification 
in excess cf twenty years from date of origin, shall ba marked with a date 
for review for declassification which shall be twenty years from the date of 
original cigssification of the source infornation. 

-{e) Sew material classified on the basis of Sreviously classified 
foreign originated inforaation which bears no date Or avent for declassificatiana 


or is marked with dates or events for declassification in excess of 30 years, 
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shall ba marked with a date for review for declassification which shall be 
30 years from the date of original classification of the foreign source 
information. 

Section 4. Declassification. | 

(a) General Policy. Declassi fication ‘of classified information shall 
be given emphasis. comparable to that accorded classification. Information 
classified pursuant to this and prior Orders shall be declassified as early 
as national security considerations permit. When information is classified 
decisions concerning declassification or review shall be based on the expected 
loss of the information's sensitivity with the passage of time, or an expected 
occurrence of an event which would make classification unnecessary. Whenever 
information is reviewed, it shal] be declassified unless it can be demonstrated 
that: (1) disclosure would cause at least significant Gamage to the rea 
security in spite of the passage of timey and (2) the damage to national 
security vould foe-oF-ouelmgrawt yoo ib] outweigh the public ner ifs diselasure. 

(b) Declassification Authority. The authority te declasstfy or 
donnaiaes information classified.under this or ee en orders shal} be 
exercised as follows: 

(1) Classified. information may be declassified or downgraded by the 
official who authorized. the original classification, by a successor, or by 
a supervisory official of either. | : 

(2) Agency heads named in Section 2(f) shall designate additional 
officials at the lowest pHacticable echetons to exercise declassification | 
and downgrading authority. These officials shall also be authorized by the 
Agency heads to resolve conflicts or doubts regarding classification. 

(3) The Director of the Information Security Oversight Office may 
declassify or downgrade information when the Director determines that its 
classification violates this Order and in the exercise of his appellate function 
pursuant to Section 4(g)(2). The Director shall promptly notify the affected 
Agency of such a decision. The decision shall take.effect 20 working days 
after such notification unless during that time the head of the affected 


Agency appeals the decision to the President through the National Security Council. 
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(4) The provisions of this Order relating to the declassification of 

natioral security information shall also apply to agenctes which, under the 

-- terms of this Order, do not have current authority. to originally classify . 
inforvation, but which formerly had such authority under prior Executive orders. 

(c) Authority Over Transferred Information. 

(1) For classified information transferred in conjunction with a 
transfer of function pursuant to statute or Executive order -~ not mere for 
storaca purposes -- the receiving Agency shall be deemad to be the originating 
Agency for all purposes under. this Order. 

(2} For classified information not epanetenrea in accordance with 
ne ection (1) above, but originated invan Agency. which has ceased te exist, _ 
each Agency in possession shal] be deemed to be the originating Kesacy. for 
all purposes under this Order. Such information may he declassified or doth 
graded by the Agency in possession after ‘cons ulting with any other Agency 
having an interest in the subject matter. 

(3) Classified information transferred ta. the Rerehat Services 
Administration for accession into the Archives of the United States shall be 
deciassified or dewncraded by the Archivist of the United States in accordance 
with this Order, the information Security Oversight Office's directives, and 

“Agency guidelines. 

me.) After the tenniaation of a Presidential adwinistration, oe 
archivist of the United States shall have the authority to review and declassify 
ar dawsgrade al} information classified by: the President, his White House staff, 
or committees or commissions appointed by him or others acting in his behalf. 
this euthority shall be exercised oniy after consultation with the agencies 
having primary subject matter interest. 

(d) information Originally Classified Under This. Order. Except as 
provided in subsection (f) below, information classified on or after the 

wyr WAY ear ee 
affective date of this Order shall be declassified,in accordance with tna date 
ar overt sat pursuant to Section 2{h). information act marked with such 2 
date.or-eveat shall ba automatically declassified six yaars after its origina-— 


tion. 
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(e) Information Classified Under Prior Orders. Except as provided 
in subsection (f) below, information which was classified before the effective 
date of this Order and already marked with a date or event directing declassi- 
fication in 20 years or less from date of origin, shall be automatically 
declassified in accordance with such date or event unless declassified earlier. 
Information not so marked shall be reviewed for seclaseihicieion in accordance 
with subsectians (yg) and (h) below. 

(f} Foreign Originated Information. Foreign originated information shall 
be exempt from the automatic declassification and 20 year systematic review 
provisions of this Section. Unless declassified earlier, such information shall 
be reviewed for declassification 30 years from its date or origin. Such reviews 
shall. be in accordance with the provisions of Section 4fa) and with guidelines 
developed by Agency heads in consultation with the Archivist of the United 
States and, where appropriate, with the foreign government or international 
organization conceraad. 

(9) Neclassification Requests. 

(1) Except as provided in (2) below, information GissSiticd pursuant 
to this or prior Executive orders, shall be reviewed for possibte declassifica- 
tion upon request of any member of the public or government employee or Agency, 
provided the request is specific enough for the Agency te locate the information 
with reasonable effort. Procedures for processing such requests and appeals 
from denials, on the basis of classification, shall accord with procedures 
established by agencies to implement the Freedom of Information Act. 

(2) Information less than ten years old originated by the President or a 
President's White House staff or Committees or Commissions appointed by him or 
others acting in his behalf, or information in the possession and control of the 
Administrator of General Sanvieas pursuant to 44 U.S.C. 2107 or 2t07a is 
exempted from the provisions of subsection (1) above. Such information over ten 
years old shall be subject to declassification review upon the request of a 
member of the public, a government employee or an Agency. Such requests and 
‘appeals of denials on the basis of classification shall be processed in accordance 


. with procedures developed by the Archivist of the United States. Whenever the 
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Archivist denies an appeal of such a request, the decision may be appealed to 
the Director of the Information Security Oversight Office who may order 
_declassification. In such cases, the Director of the Information Security . 
Oversight Office shall promptly notify agencies with primary subject matter 
interest, which may follow the appeals process set forth in Section 4(b)(3). 

(3) Requests for copies of classified documents originated by agencies 
oF the executive branch, but in the possession and control of the Administrator 
of General Services pursuant to 44 U.S.C. 2107 or 21078, shall be referred by 
the Archivist to the Agency of origin for processing in accordance with 
subsection (1} above and for direct rasponse to the requester. The Archivist 
shall infora requesters of such referrals. : 

(4) No Agency in possession of 2 document classif ied under the provisions 
of this Order may, in response to a requa at Hees under the Freedom of Information 
Act or the Declassification Requests provision of this Order for such document 
refuse to confirm the existence of such document, Gnisés ths fact of its 
existence would itself be classifiable undar this Order. 

- (h) Systematic Review. -_ 

(1) Classified information constituting pervianantly valuable records of 
the Gavermment as defined by 44 U.S.C. 2103 shall be Gystemabiee 2.9 reviewed 
yor declassification as it beeemes 20 years ofd. Agency heads listed in 
Section 2(f} of this Order may extend classification beyond 20 years, but only 
in accordance with Sections 4{a) and 4(h)(2). This authority may net be 
dalogated. When classification is extended beyond 20 years, a date for. 
deciassification or the next review no more than 10 years later"shall be set 
and marked on the document. Subsequent reviews for declassification shall be. 
set at no more than 10 year intervals. The Diractor of the Information Sacueens 
Nversight Office may extend the period between subsequent reviews for specific 
cacegories oF information. 

(2) Within 180 days after the effective date of this Order, the Agency 
heads listed in Section 2(f) shall, after consultation with the Archivist of 
ie United States and review by the Information Security Oversignt Office, 


issue guidelines for systematic review covering 20-year old classified — 
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information under their jurisdiction. These guidelines shall Jeae specific, 
limited categaries of information which, because of their national securi ty 
sensitivity, cannot be automatically declassified but must Be reviewed iten-by- 
‘jtem to determine whether continued protection beyond 20 years is needed. Al} 
information not identified in cists. guidelines as requiring review shall ba 
automatically declassifted at the end of 20 years from the date of original 
classification. These guidelines shall be authorized for use by the Archivist 
of the United States and by Agencies having custody of the information. 

Section 5. Downgrading. Information classified under this or prior 
Orders and marked for automatic downgrading is downgraded accardingly eienaue 
notification to holders. Other information classified under tits oF prior : 
Orders, may be assigned a lower classification designation by the originator 
or other officials authorized to downgrade or declassify when such downgrading 
serves a useful purpose. Notice of such downgrading shall be provided to 
holders of the information to the extent practicable. 


Section 6. Safeguarding. 

(a) General Controls. | 

(1) No person shall be given access to classified information haiiee 
such person a been ceecayneS to be trustworthy and unless access ae stich” 
information is necessary for the performance of official dae 

(2) All classified information shal] be conspicuous ly marked to put 
| all persons on notice of its current classification status and, if appropriate, 
to show any special distribution or reproduction restrictions. 

(3) Controls shall be established to assure that classified information 
98 used, processed, stored, reproduced and transmitted “Only under conditions 
_ which will provide adequate protection and prevent access by unauthorized 
persons. 

(4) Classified information no longer needed in current working files or 
for reference or record purposes shall be destroyed or disposed of ih accordance 


with the records disposal provisions of Chapters 21 and 33 of Title 44 of the 


United States Code. 
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(53 Classified information disseminated outside the executive eee 
shall, in so far as possible, be given the same seteekiah as that afforded 
within the executive branch. 

rem (bY Repeéddtiion’ Controls. 

{1}. Top Secret documents shall not be reproduced without the consent 
of the otiginating office, unless otherwise marked by the originating 
office. : ° 

(2) Reproduction of Secret and Confidential documents may be restricted 


by the originating office. 


(3) Reproduced copies of classified documents are subject to the 
same ssenuaeaneirey and controls as phavewiedaais: 

(4) Records shail be aalntained by all reproducing offices to show 
the numbar and distribution of reproduced eopies of all Top Seaeck 
documents; ali documents covered by special access programs distributed 
outside the anaes agency; and all Secret and. Confidential documents 


uarked.in accordance with Section 2(41) (6). 


(5) Subsections (1) and (2) above shall not restrict the PRVESEUE TAOS 


of documants for the purpese of facilitating eeGieg far: declassi fication. 
However, such reprodactions must be destroyed after they are cad: 

(<) Special Ac Access Prograns. 

(1) Agency tieuds Seaeaa in Seetcion 2(£) (1) may create eee’ a#ccess 


programs ta control access. distribution, and protection of particularly 


sensitive information classified pursuant to this or prior Orders 
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such prograns may only be created or continued by ‘the Agency heads Or, 
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Lox mattars pertaining to initell2 cones sources and methods, by the 
Director of Central Intelligence, personally and in writing. Classified 
information in such programs shall be declassified according to ene 


provisiors of Section 4. Special access programs may be created or 


continue? only on the specific chowiny that: | 


ease : 
eS se can 


iA 
ie 


over the information: 
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(i) normal management and safeguarding procedures are not sufficient 
to limit need-to-know or access; 
(ii) the number of parsons wha wil] need access will bof reasonably | S! lah 
small and Jeonmensurate with tne objective of providing extra oom for | 
the information involved; and. | | | 
(ii7) the special access controls balance the need to protect the inforne- 
tion against the full spectrum of neads to use the information. 
(2) All such special access programs shal] automatically terminate every 
three years unless renewed in accordance with the procedures in this subsection. 
(3) Within 180 days after the effective date of this Order, the Agency 
heads listed in Section 2(f)(1) shall review all existing spectal access 
programs under their jurisdiction and continue them only in accordance with 
the procedures in this subsection. Those Agency heads shall also establish 
and maintain a central Jist of all special access progranis they create or 
continue. Those Agency heads and the Director of the Information SeCUTTLY 
Oversight Office shall have non-delegable access to all such lists. 


(d) Access by Historical Researchers and Former Officials. The require- 


_ Ment in Section 6(a)(1) that access to classified information be granted only . 


as is necessary for the performance of one's official duties shall not apply 


aur 
projects or who have previously occupied policy-making positions to which they 


to persons| outside the executive branch who are engaged in historical research 


were appointed by the President; provided that the Agency with jurisdiction 


(1) determines in writing that access is consistent with oe Snterest. 


of national security; es aa _ 
(2) takes appropriate steps to assure that classified information is 
not disclosed by the researcher or published without prior review, Gecless i+ 
fication and approval for public release; 
(3) takes reasonable action to ensure that access is limited to specific 
categories of information over which that Agancy hae classification jurisdiction; 
(4) limits the access granted to the person who occunied a policy- 


making position, ie items which the person originated, reviewed, signed or 


received, while in public office. 
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shall monitor the implementation of this Order and shall provide overall policy — 
direction for the information security program. 

(a) Oversight OFFice and_Interagency Committee. 

{1) Subject to the direction of the President and the National Security 
. Council, the Information Security Oversight Office is established to assist 
the National Security Council in monitoring implementation of this Order. This 
Office shall be placed in the General Services Administration. It shall have 
a full-time Director appointed by the Administrator of General Services subject 
to approval by the President. The Director shall have authority to appoint a 
staff. The Director shall: 

(i) oversee Agency actions to ensure compliance with this Order and 
implemanting directives; . | | 
(i) consider and take action on complaints and suggestions from persons 
within or without the Government with respect to the administration of the 
information security program, including appeals fren denials of declassification— 
requests pursuant to Section 4{g){2); . : | 
(iii) exercise the authority ta daclassify information provided hy 
— Sections 4{b)(3) and 4{g)(2); | 
{iv} develop, in consultation with the agencies and, subject to the - 
aporoval of the National Security Counc, promulgate directives for the impie- 
mentation of this Order which shall be binding on tha agencies; 

(v}) report annually to. the President through tne: Adnan Sera tan of 
General Services and the National Security Council on the implenentation of 
this Order; | 

(vi) review all Agency iuplementing regulations and systematic review 
guidelines to. ensure their consistency with the orovisions of the Order. If 
the Director finds any regulation or guidalina inconsistent with this Order, 
he may require it to be changed. The Aqency head may appeal such a saeeson 
to the Mational Security Councs], which shall uae eG decision-making 


authori ty. 


Approved For Release 2005/08/15 : CIA-RDP87B01034R000200070080-9 


. C 
A : “ Approved For Release 2005/08/15 : CIA-RDP87B01034R000200070080-9 1g 


(vii) exercise case-by-case classification authority and review requests 
for original classification authority in accordance with Section 2(f)(5); 


(viii) have the authority to conduct on- site reviews of the JIntermatton 


‘er, Re ee 
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security program of ‘each Agency which handles etascified information and to 
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require of each such Agency such reports, Swronmaticn, and other cosoeration 

as necessary to fulfill the above responsibilities. If such reports, inspection, 
or access to specific categories of classified information would pose an 
exceptional national security risk, the affected Agency head may deny access. 

In such a case, the Agency head shall report the decision and ene pedsaa to 

the National Security Council, which may overrule the decision. 

(2) There is also established an Interagency Information Security 

Committee which shal] be chaired by the Director of the Oversight Office and 

shall be conneted or representatives of tha Secretaries of State, Defanse, 
ea ee the Attorney General, the Director of Central Intel Tigence, the 
National Security Council Staff, the Domestic Policy Staff, and the Archivist 
of the United States. Representatives of other agencies may be invited to meet 
with the Committee on matters of particular interest to those agencies. The 
Committee shal] meet at the Chairman's call and shall advise the Chairman on 
implementation of this Order. 

| (b). Agencies with Original Classification Authority. Each Agency - 

granted original classification authority pursuant to this Order shall: 

(1) Prior to the effective date of this Order, submit to the inroumatian 
‘Security Oversight Office a copy of the regulations and systematic review | 
guidelines it adopts pursuant to this Order and implementing directives. 
Subsequent changes to Agency regulations and systematic review guidelines shall 
also be forwarded to the Oversight Office. 

(2) Publish in the Federal Register those unclassified regulatio ons and 
systematic review guidelines or changes thereto whicn affect ie general public... 

(3) Designate a senior Agency official to conduct an active oversight 
program to ensure effective implementation of this Order. 

(4) Designate a senior Agency official to chair an Agency comnivtee 
with authority to act on all suggestions and complaints with respect to the 


Agency's administration of the information security program. 
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(5) Establish a process to decide appeals from denials of declassifica~ 
tion requests, pursuant to Section 4(g). 

(6) Establish an on-going program to familiarize Agency personnel and 
others with access to classified information with the provisions of this Ordar 
and implementing directives: There shall also be established a) maintained | 


ceabacys: pip cos rename 


. an active security orientation and education program for such personnel Tn 


err ne eet 
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order to impress. ‘upon “each individual nis or Ries responsibility for exercising 
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‘Vigilance and care in complying with che provisions oF this Order ‘and to 
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encourage him or her to challenge classification decisions where th ey believe 
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(7) Ensure: the preparation and promulgation of security classification 


guidance adequate to facilitate the identification and. uniform classification 
of informa ation requiring protection under the provisions of this Order. 

(8) Develop and promulgate systematic review guidel ines in accordance 
with Section 4(h)(2). 

(9) Take necessary action to ensure that: 

(i) a demonstrable need for access to classified information is 
established prior to the initiation of aduinistrative clearance procedure s, and 
(ii) the number of people granted ac cess to class ified information is 
reduced to and maintained at the minimum, consistent‘ with: operational require: 

ments and needs. . 

(163 Ensure that Safecuaraine practices. are continuously reviewed and 
eliminate: those which are duplicative or unnecessary. 

(13° Submit to the Information secured ty Oversight OT Fice such jJaformation 
or reports as. the Director of the Office may find necessary to carry out the 
Office's responsibilities. | | 

{c) Agencies without Original Classification AeRORIES ESEh Agency 
which has not been granted origins] classification authority but which handles 
classified information shall comply with subsections (b)(3), (4), (6), (9), 
(10) and (11) above. 

Section 8. Administrative Sanc‘ions. 

(a} Any officer or employee of ihe United States who knowingly and 
wiilfally classifies or continues the classification of information in violation 


‘ 
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of this Order or any implementing directive; or knowingly and willfully and 
ay > pt class sified trinsdane ties Orden ys 


35 information or Conpromisas 


without authorization, discloses @lassitg: 


classified information through negligence; or knowingly and willfully violates 
any other provision of this Order or implementing directive which the head of 
an Agency determines to be a serious violation, shall be subject to appropriate 
administrative sanctions. In any case in which the Oversight Office finds that 
a violation has occurred, it shal] make a report to the head of the Agency 
concerned so that corrective steps may be taken and appropriate sanetians. duped: 
(b) Sanctions may include reprimand, suspension without nave removal, 
termination of classification authority, or other sanction in accordance with 
applicable law sine Agency regulations. 
(c) Agency heads shall make provision to ensure that Siaeea iets and 
prompt corrective adnvinistrative action is taken whenever a Viatseias under 
wipecction (a) occurs and that both the Information Secunaty Oversight Office. 
and the Department of Justice are notified immediately of any case in which a 
z violation of the criminal law may be involved. 
| Section 9. Atomic Energy Material. Nothing in this Order shall super§ede | 
any requirements made by or under the Atomic Energy Act o7 1984, as amended. : 
"Restricted Data" and information designated as "Formerly Restricted Bata" 
shall be handled, aeereeted, classified, downgraded, and declassifie d in 
conformity with the provisions of such Atomic Energy Act and the regulations 
of the Department of Energy under that Act. . 
Section 10. Interpretation of the Ofer: The Attorney General, upon 
request by the head of an Agency, his duly designated representative, or ' 
‘the Director of the Information Security Oversight Office, shall ‘parsonally 

or through authorized representatives of the ‘Dedartwent of Justice render an 
| interpretation of this Order with respect to any question arising in the course 
of its administration. | | 

Section 11. Rayocation of Prior Orders and Directives. Executive Order 
No. 11652 of March 8, 1972, as amended by euacuieiecOnier No. 11714 of 
April 24, 1973; and No. 11862 of June 11, 1975, and the National Security 


Council nipeckave ae Hay 17s 1972 (3 C.F.R. 1085 (1971 15 Comp. yi are rayoued., 
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Section 12. Effective Date. This Order shall become effective on 
, excent that the functions of the Information Security Gversight. 

Office specified in Section 7(a)() (iv) and 7(a)(1)(vi) shall be e fective 

immediately and shall be performed in the interim by the Interagency Classifica- 


. red fe 4 we. 
tion Review Committee, estate shank pur sud ty Executiwe. Order LS, 
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